Impacto del COVID-19 en
Organizaciones a Nivel Global

Manuela Jaramillo - Comercial para America Latina

manuela@intsights.com



ark Web v Que Podemos Conseguir?

email !

Billionalres  Innovat

itepages._con.
B2254.

INFORMACION PERSONAL

FUGA DE CREDENCIALES

hitepages, com; DEFR
37202C11 Ll £8as
56ges = gaes

se.

Jllection
B e son ar - 2o — ¢ind Out If Your Password Has

lance 19886 GBP

stacy stacy TWWW 1 BP $
: hits 5.com: 0645FES9DBC fahcq 2 Bab = 150 B St l
HhiaEagha, com.f [ 28926 GBP = 18885 een ytoien
tom, e e Bank Transfer To Any " y
e whitepages.com:EDD913ESE : ansfer To Kate O'Flaherty
ASZFI621 _ _ Cybersact
u Nant To Transfer
robert, rabert_ secur y k in : Username + Password Number y g
e.whitepages. com: 2CD2BEAD I always check the balance and login details before selling
CE3680281
ou can contact me for more and many Bank Logins you need.
abert robert Tww = s name ~
whitepages. com:6DAECEET s all i 0gin 2 ’ a S our sernait’™ 1
5802884 : ogin-and U J

a0k Bank Transfer To Any Usa Bank ACKER!“‘
e whitepages.com: 8F
TABLEZD" A« Transfer To Any e

whitepag» Pas SWNJ




Tacticas, Herramientas v Procedimientos

-Registro de Dominios v Phishing

« Aumento notorio de registro de dominios en el mes ..
de marzo utilizando palabras como corona o covid.

 Finalizando 2019, solo 190 dominios gue hacian .
uso de estas palabras estaban registrados. Hoy, el
numero sobrepasa los 35.000 registros.

Correos de phishing organizaciones de salud o de T -
goblerno para redirigir a las victimas a descargar
malware que resulta en robo de informacion del
dispositivo

What is Covid-19?7
1t is cansed by & member of the coronavirus family thet has never been encountered before. Like other coronaviruses, it has transferred to
humans from animals, The World 1lealth Organization (WILO) has declared it a pandemic.

‘What are the symptoms this coronavirus causes?

Hola

Tu banco premia tu fidelidad. te da
un subsidio por la cuarentena revisa
tu cuenta de ahorros en nuestro How many people have been affested?

e 1d a dry cough. Some patient also huve n runny
tSUt’n fpeop] h o get Cond 198 penmceam]]d bout

ple with underlying medieal problems like high blood

n s
pressure, heart prob] ems or disbetes, or chronic respiratory eonditions, arc at & greater n'sk of serious illness from !.'{n'id i9.

portal en linea ! bit.ly

ftlwsedeaﬂl hav occu.n'edm mainland China , where t] hec avirug
(r-_<[|' though, with over 4,800 futalities. Many o I'Itm- | s b |n~d| l
underlying he i ro plicated.
Meore than 9@,000 peo p] mrecorded as ha ‘i greﬁ:meredt om the coronavirus.

E t{o es fra U d e.. N O entrar Find and rescarch your medical symptoms




Tacticas, Herramientas vy Procedimientos

- Extorsion y Miedo

What do | xnow about you?
To start with, | xnow all of your passwords. | am aware of your whereabouts, what you eat, with whom you talk, every litrle thing you

do in a day.

What am | capable of doing?

if | want, | could even infecty whole family with the CoronaVirus, reveal all of your secrets. There are countiess things | can do.
What should you do?

You need o pay me S4000. You'll maxe the payment via Buitcoin 1o the below-mentioned address. If you don't know how to do thus,
search "how 1o buy bitcoin” in Google.

Bitcoin Address:

- - g - - - - e | ettt

(It 1s cASE sensitive, so copy and paste ()

You have 24 hours to maxe the paymenrt. | have a unique pwel within this email message, and right now, | know that you have read this
email.

if | do nor ger the payment:
| wul infect every member of your family with the CoronaVirus. No matter how smart you are, believe me, if | want to affect, | can. | will
also go ahead and reveal your secrets. | will completely ruin your life.

Nonetheless, if | do get paud, | will erase every lictle informarion | have about you immediarely. You wil never hear from me agawn. It s
a non-negotiable offer, so don't waste my time and yours by replying to this emadl.



Tacticas, Herramientas vy Procedimientos

- Fraude

FAST CORONAVIRUS DECTETOR $400 Other > iy Test Kits
Vendor: Rodnaomendez New rapld test kit to detect COVID-18
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Tacticas, Herramientas vy Procedimientos

- Aplicaciones Moviles

APKPLZNET AFPS  GAMES
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1, What will be deleted? your ¢
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dress below click the button below tc L
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Recomendaciones:

- Uso de inteligencia de amenazas.

- Monitoreo continuo de tecnologias de acceso remoto vy colaboracion con sus
respectivas vulnerabilidades. Incluyendo repositorios de cadigo.

- (Contrasenas, 2FA, enforzar el uso de VPNs vy encriptacion para comunicacion y
movimiento de archivos.

- (rear conciencia
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