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SEE WHAT A HACKER SEES

Priorizar el riesgo de seguridad y la continuidad del
negocio en tiempos de incertidumbre.
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Overview of SecurityScorecard

- Fundada en 2014, financiada por Google Ventures, Sequoia Capital y
Evolution Equity, AXA, Nokia Growth Partners y Riverwood Capital

« 1K+ empresas suscritas: mas de 1.3 millones de empresas calificadas
diariamente

. Para 2022, Gartner proyecta que las calificaciones de seguridad seran
tan importantes como las calificaciones crediticias.

« Las empresas con una mala calificacion de “C’ o ‘D’ o ‘F’ tendran 5.4X
mas probabilidad de una violacion de datos.

« Conjunto de datos histérico de 5 afios, que correlaciona los indicadores
de compromiso con la probabilidad de una violacién de datos
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SecurityScorec; Dashboard ~ Go to Portfolio v My Scorec: Integrations  Atlas

. Workday [ ivte company |
workday.com | TECHNOLOGY | 522 followers

Scorecard History Issues m Compliance Malware Digital Footprint = Company Profile

Score Breakdown Expand all
[ Gartner

73 NETWORK SECURITY 3K findings Py

Detecting Insecure network settings

Top rated solution for IT VRM on the
gp  DNSHEALTH 11 findings Gartner Peer Insights customer review

Detecting DNS Insecure configurations and vulnerabilities

website
75 PATCHING CADENCE 2K findings (11}
Out of date company assets which may contain vulnerabillities or risks
84 ENDPOINT SECURITY 20 findings <Y

Measuring security level of employee workstations
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72 IP REPUTATION 29 findings (11 (i )

Detecting susplclous activity, such as malware or spam, within your company network
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Como funciona
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Correlacion estadistica con riesgo de
incumplimiento/vazamento de datos

Las empresas con
calificacion C o
inferior tienen 5
veces mas
probabilidades de
una violacién o
incidente de
seguridad en
comparacién con
las empresas que
son A o B.

I Mas probabilidades de
x una violacion de datos

I
o Security Rating 0 °

Breach Probability
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Una plataforma, muchos casos de uso

Compras / Negociacién de contratos Monitoreo continuo y VRM Auto-monitoreo

Incorporacién de proveedores Fusiones y Adquisiciones M&A Ciberseguro
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Los 10 proyectos de seguridad principales de Gartner 2019

Privileged CARTA-Inspired
Access Vulnerability
Management Management

Detection and
Response

Security Rating
Services

Cloud Security
Posture
Management

Cloud Access Business Email Dark Data
Security Broker Compromise Discovery

Security
Incident
Response

Container
Security
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Hoy cientos de clientes estdn monitoreando mas de 150,000
organizaciones diariamente a través de SecurityScorecard

Gestion de la reputacion, cumplimiento
e informes ejecutivos
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Somos confiables por:

e 7 de las 10 principales compaiiias
farmacéuticas son clientes de
SecurityScorecard.

5 de los 6 principales procesadores de pago
eligieron a SecurityScorecard.

97% de los clientes recomiendan
SecurityScorecard, de acuerdo con Gartner
Peer Insights, reconociendo su compromiso
con el servicio al cliente.

Los clientes calificaron SecurityScorecard con
4.6 de 5 estrellas en el G2, con una calificacion
de 9.7 de 10 para una facil configuraciéon y 9.9
de 10 para una atencidn al cliente de calidad.

CYBER CYBER INFOSEC
& AWARDS AWARDS WINNER

CYBER DEFENSE MAGAZINE
2020

) TrRUPHONE

BoaVista

SCPC

Banco de Chile
3 sumup:

a\"7a
0

O

Neoway ™

NOKIA

ioldman
Sachs

cielo

U') NOVARTIS
dMaDEUS

v Symantec.

@) entel

() UNHCR

@HUN 557
WOMEN EJ

3
DBJ B0L5A

crefisa
A MetlLife

e
pwe

é\\acciona

1zertis

&
BmaGr-ice’

mosal

@) 1CC ==

ADB

ASIAN DEVELOPMENT BANK
LW
gy,

5 L
o

Trgu

AMERICAN
[EXPRESS

\‘\
TOKIOMARINE
INSURANCE GROUP

&)

B UNCTAD
unicef¢®
{GERU
SoftBagolu(p

KPMG

’J pepPs|

(©) NTTGroup

SecurityScorecard



e Hacer vs decision de compra ha sido tomada:
o Las empresas compran + subcontratan siempre que sea posible
o Los ecosistemas de los proveedores son enormes
e Los vendedores se convierten en una extension de nuestro perimetro de ataque
cuando nosotros:
o (Garantizamos acceso a la red

o Compartimos datos confidenciales
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e 70% de las violaciones de datos son causadas por un tercero

e El costo por registro de incumplimiento de terceros es mayor afo a ano ($ 231 VS
$ 188)

e 71% de las empresas no logran gestionar adecuadamente el riesgo de terceros

e 90% de las acciones anticorrupcion del "DOJ" de los EEUU involucran terceros

e Las sanciones por incumplimiento son enormes, en ejemplo en la EU , € 800

millones por fallas de GDPR
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e Utilizamos mediciones estaticas <> la ciberseguridad es dinamica
e Elriesgo de error humano es alto
e Las actividades requieren mucho tiempo + tener requisitos presenciales

e Los métodos son caros + carecen de escalabilidad
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* Increased number of Critical Vendors + need for Continuous Monitoring
« SAAS vendors that support WFH = critical

« Companies rushing to onboard vendors to support WFH
 Need are immediate + in-person assessment aren’t viable

« Certain issues make companies vulnerable in a WFH environment

« Employees using BYOD from insecure IPs

=
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SSC for VRM: Real + Actionable ROI

SECURITYSCORECARD BY THE NUMBERS

0/. Accelerated vendor risk
’ 75 A’ assessment process by 75%

e Shorten onboarding: Use grades to eliminate activities

Shortened customers’

imi 1 1 9 ocurement and onboardin
e Eliminate unnecessary reassessments: Only survey if score is poor S A

Avoided outside consulting

e Reduce usage of costly 3rd parties: Engage only when needed ©  S7K and auditing fees of $7K per

critical risk vendor

e “Right Size” Penetration Tests: Use scores to guide scope D= 15% Productivity lift of 10%-15%
Financial Summary

e Simplify onboarding for low critical vendors: Use scores Triseyesrfeicadusied gt
$3.2M:
Productivity lift

e Shorten & Shrink RFPs: Eliminate companies with low scores $1.8M:

Avoided consulting fees

$1.6M:

Onboarding efficiencies

$1.2M: -
Process improvements
SecurityScorecard




Generate Report

e Identify controls that are o .= Grupobancolombia

grupobancolombia.com ‘ 9pmv © + ‘ FINANCIAL SERVICES | 41 followers

accessible from outside 62

SECURITY SCORE § . - X ¥
Scorecard History Issues a Compliance Digital Footprint - Company Profile

e Map controls to relevant _
Currently viewing: Payment Card Industry DSS Version 3.1 About this page

issue(s) in platform

1. INSTALL AND MAINTAIN A FIREWALL CONFIGURATION TO PROTECT CARDHOLDER DATA RELATED ISSUE

e Instant measurement of 1st &

111 A formal process for approving and testing all network connections and X  FTP Service Observed 1 finding
changes to the firewall and router configurations.

3rd party compliance

X Telnet Service Observed 1 finding

e Continuously monitor 3rd & 1st

X RDP Service Observed 2 findings
pa rty CO m pI Ia n Ce 117 Requirement to review firewall and router rule sets at least every six months. X  FTP Service Observed 1 finding
. “ .
. Sat|Sfy PCI Contlnuous X Telnet Service Observed 1 finding

Assurance” requirements X RDP Service Observed 2 findings

2. DO NOT USE VENDOR-SUPPLIED DEFAULTS FOR SYSTEM PASSWORDS AND OTHER SECURITY
PARAMETERS

RELATED ISSUE
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Propose a Score Plan

“Hacker-eye” view of your organization
|dentify and track publicly facing assets

Grade assets + signals in accordance with NIST

IP-Level detail for all issues surfaced

15 Countries 726 IPS

Build remediation plans using score targets s -
Visibility into historical scores + issues i ;
Receive alerts re: changes that require action = :

1 IPs 580
[

Report to stakeholders + non-tech audiences
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Summary Report

Security Summary Report generated 4/27/20 by {8} SecurityScorecard

Report

90 Banco de Chile

Threat Indicators Industry Comparison: Financial Services

@ 92 NETWORK SECURITY
Detecting insecure network
settings

Network Security

@ 100 DNSHEALTH Social Engineering ® DNS Health

Detecting DNS insecure ” ~.
configurations and vulnerabilities ~ 80 -
9 P ~@0oa-- o,

@ 91  PATCHING CADENCE Information Leak 5 Patching Cadence
Out of date company assets () 60
‘
‘
i
i

which may contain vulnerabilities
or risks

ENDPOINT SECURITY
Measuring security level of
employee workstations

R T

Hacker Chatter \ Endpoint Security

IP REPUTATION \ L@ ® .
Detecting suspicious activity, .. e T K
such as malware or spam, within b. == e

'our company network
4 pany Cubit Score IP Reputation

@ 92 APPLICATION SECURITY Application Security
Detecting common website
application vulnerabilities

M bancochile.cl M Industry Average

@ 100 CUBIT SCORE
Proprietary algorithms checking

for implementation of common
security best practices
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NETWORK SECURITY

Detecting insecure network settings

@ HIGH SEVERITY 4 findings MEDIUM SEVERITY 8K findings
IMAP Service Observed 929

ICertiﬁcate Is Revoked 3

SSH Software Supports Vulnerable Protocol 1 .

MySQL Service Observed 1
RDP Service Observed 2
SMB Service Observed 4
SSH Supports Weak MAC 16
SSH Supports Weak Cipher 1K
Certificate Is Self-Signed 131
Certificate Is Expired 299
TLS Protocol Uses Weak Cipher 6K
SSL Certificate Uses Weak Signature 42
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20K findings (i) o0

LOW SEVERITY 497 findings ‘ ° POSITIVE SIGNALS 12K findings

TLS Certificate Without Revocation Control 288

FTP Service Observed 89
TLS Certificate Status Request ("OCSP 12K
Certificate Lifetime Is Longer Than Best 120 Stapling’) Detected
Practices
[ o INFORMATIONAL 106 findings
POP3 Service Observed 106




COMPARISON TO SIMILAR COMPANIES

54% have this issue, just like this company 45 findings on average

46% do not have this issue 15 findings for this company

15 findings Download as CSV

VULNERABILITY
VULNERABILITY IP ADDRESS PORT LAST OBSERVED OPEN v VULNERABILITY DESCRIPTION PUBLISH DATE

OpenSSL 1.0.2 (starting from version 1.0.2b) introduced an "error state" mechanism. The
intent was that if a fatal error occurred during a handshake then OpenSSL would move
into the error state and would immediately fail if you attempted to continue the
handshake. This works as designed for the explicit handshake functions
(SSL_do_handshake(), SSL_accept() and SSL_connect()), however due to a bug it does

Feb 10, 2020 10:33:33 not work correctly if SSL_read() or SSL_write() is called directly. In that scenario, if the

443 - handshake fails then a fatal error will be returned in the initial function call. If Dec 7, 2017

SSL_read()/SSL_write() is subsequently called by the application for the same SSL
object then it will succeed and the data is passed without being decrypted/encrypted
directly from the SSL/TLS record layer. In order to exploit this issue an application bug
would have to be present that resulted in a call to SSL_read()/SSL_write() being issued
after having already received a fatal error. OpenSSL version 1.0.2b-1.0.2m are affected.
Fixed in OpenSSL 1.0.2n. OpenSSL 11.0 is not affected.
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' o
131 SecurityScorecard Dashboard Go to Portfolio v My Scorecards v Analysis Tools v Integrations Atlas @ Q Q e

-4| Bodybuilding

bodybuilding.com | RETAIL ‘ 14 followers

Generate Report

39

SISl EEelE Scorecard History Issues B Compliance Breaches & Incidents a Digital Footprint = Company Profile  (0)

VIEW LAST ( 12 months ) “ +13 pts Apr23,2019 X 0 pts Export CSV v

LEGEND '

— Overall Grade A Apr 23
Industry Average . 1 major event
Industry Min/Max ¥  Industry M 100
ndustry Max
All Factors Select all LU AT &
== Overall Grade 69
Network Sec.
A Industry Min 31

DNS Health

Patching Cadence

Endpoint Sec.

IP Reputation D

Application Sec.

Cubit Score

Hacker Chatter F /

Information Leak

Social Engineering
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3= Mkelcl New Events @ Resolved Events @ Other / Platform Events @

SUNDAY -
Apr 5, 2020 ) -
Website Does Not Implement HSTS Best No solve vent SSH Supports Weak MAC
Practices
82 4 decayed
SSH Supports Weak Cipher
o Unsafe Implementation Of Subresource
Integrity 10 decayed
FRIDAY
Apr 3,2020
TLS Protocol Uses Weak Cipher TLS Protocol Uses Weak Cipher N

81 €D - @I o5 vew

Certificate Is Expired

[ 1new JECER View Details

TLS Certificate Without Revocation
Control

< .
lf; SecurityScorecard

View Det:

Filters

Event
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Propose a Score Plan Improve Your Score

List of Issues Addall  Score Plan Remove al
. : '
Propose a plan to improve this company's score CURRENT SCORE 77 RROECTED 84
@ HicH SCORE IMPACT -6 FINDINGS 3 @ HicH SCORE IMPACT O (+4 recovered) FINDINGS 1
High Severity Vulnerabilities Found in Last Observation High Severity CVEs Patching Cadence
MEDIUM SCORE IMPACT -3 FINDINGS 33 MEDIUM SCORE IMPACT O (+2 recovered) FINDINGS 2
ﬁ Medium Severity Vulnerabilities Found in Last Observation Malware Events, Last 30 Days
MEDIUM SCORE IMPACT -3 FINDINGS 19 Low SCORE IMPACT O ( recovered) FINDINGS 1
TLS Protocol Uses Weak Cipher No CRL Found on SSL Certificate
Low SCORE IMPACT -1 FINDINGS 14
Plan
14 Open Telnet Ports Found on the Network
Low SCORE IMPACT -1 FINDINGS 3

SSL Certificate Expiration is Longer Than Best Practices

Low SCORE IMPACT -1 FINDINGS 61
Already know what to do? Create Your Own Plan
Malware Events, Last Year

Start Again Cancel Download Plan
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15 Countries 726 IPS
United States 580
Netherlands 99
United Kingdom 6
Russian Federation 5
Korea, Republic of 2
Japan 2
216.39.11 =D
Singapore 2
Attributed to com (Next observation on Apr 19, 2020)
Hong Kong 2
o ! Ps 580 issues[fll  IP Details
I ——
IP ADDRESS LOCATION To determine this finding
SSL CERTIFICATE we considered data from
these sources:
5 2110314 o Name MindBody, Inc.
.2110311 = Domain mindbodyonline.com WHOIS
Location San Luis Obispo SSL Certificate
4211918572 VN Common Name *.mindbodyonline.com N
Key Type RSA DNS Lookup
Key Length 2048 Published Data
118.68.81.92 VN .
Issued By DigiCert Inc SSC Research
Time of Validty 02/13/2019, 12:00 am - 01/25/2021, 7:00 am
Third Party
3.210.250.43 = s MD5 713d563210d10bfeec35e917d9e5b0e3
SHA1 297da004effd3602d9937ee54052486a56fabef6
Subject Alternative Names *.mindbodyonline.com, mindbodyonline.com
3.220185.227 = us
Last updated: 03/05/2020, 8:02 pm
3.23262.86 = us
Show Full Source
13.91.40166 = us
13109162190 = us
13109167128 = us
13.1M18.27 = us
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Other Security
Security Scorecard Ratings

Breach Insights Concentrated Risk

1,000,000+ companies rated

Rate any new company, even SMB, not in a database in minutes
Robust API and bulk for security intelligence data exporting
ThreatMarket engine collects our own data going into a score

Score Planner showing steps to get an “A”

Integration Center with 3" party apps (ServiceNow, Splunk, Qradar, etc.)
Compliance Mapping

4th party risk

Risk exchange repository with Al analytics for internal data

Customizable Alerts
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