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Dos tipos de empresa
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DevOps

DevOps increasing velocity of
application delivery

CIDORA

DEVOPS RESEARCH & ASSESSMENT

State of DevOps 2019
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Faster lead time from More frequent Faster time to recover
commit to deploy code deployments from incidents
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Mercado de servicios en la Nube
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Google Cloud Platform
laaS — 22.2% CAGR to 2023 ($88.4B) Containers — 35% of organizations
(Gartner) using containers by 2019 in production
(Gartner)
Serverless - By 2021, 90% of
enterprises using l1aaS will also use Cloud market — by 2022 will be
some serverless PaaS in production, $331.2B at a CAGR of 16.1% (Gartner)

up from 10% at YE17 (Gartner)
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Desafio
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Gran cantidad de servicios de la nube

Number Of AWS Services
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Source: Cloud Peg Board 2019
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Gran cantidad de servicios de la nube

Curvas de aprendizaje pronunciadas para desarrolladores, que pueden
conducir a omisiones de las mejores practicas en las configuraciones.

La seguridad generalmente no es una prioridad en las primeras etapas de
la innovacion. Provocando gaps de seguridad.

Source: http://www.comptia.org/resources/5th-annual-trends-in-cloud-computing
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Top 5 de Fallas de configuracion

= According to Gartner, “Through 2023, at least 99% of
cloud security failures will be the customer’s fault.”
Gartner also states, “Through 2024, organizations
implementing a CSPM offering and extending this into
development will reduce cloud-related security
incidents due to misconfiguration by 80%.”

Source: Gartner, Inc.; Innovation Insight for Cloud Security Posture Management; 25 January 2019 | GO0377795
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Dificultades en la migracion

Difficulty in Moving from Stage to Stage Many Companies Making Secondary Migrations
57%
- . t Non-critical s
Xperimen Use Public Cloud _
Provider #1 Public Cloud
Provider #2
Non-critical Full
Use Production
. Privat
Full Transformed O”S'psrfen;'se Cloud
Production IT ’

. Typical/low effort .Moderate effort . Significant effort

Source: http://www.comptia.org/resources/5th-annuaI—tre}nds—in-cloud—computing
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Google Cloud Platform
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Y cdmo podemos ayudar?
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Platform and

Trendmicro Cloud One| Overview services will

begin to roll
outin Q1
2020

Security Services Platform for Cloud Builders

Security for Eile scanning for cloud storage

serverless functions, | new )
IMVIUNIO services

APls, and applications

Application File Storage
Security Security

NEW

Image scanning in build Contaner aws O Assurance cloud infrastructure is
pipeline ImageSecurity IAMicrosoﬂAzure vmware Configured Securely

(based on

Workload Network .
Deep Security Smart Check) @ Cloud Conformity

NEW

Runtime container and workload Network layer IPS to .
Cloud-native, Sa2S-based nlatform with the most extensive set of SYoud security services
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Cloud Conformity - Demo
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Unknown threats detected and stopped over
time by Trend Micro. Created with real data
by artist Brendan Dawes.




