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• Reduce alert overload

• Correlate events

• Improve staff efficiency

How do you…? In order to:
• Detect sooner

• Understand quicker

• Stop an attacker faster
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Branch Office

Today, the SOC gets 
siloed insight into 
endpoints (EDR)…

…limited visibility to 
threats affecting cloud 

workloads

…a separate siloed 
view into network 

events,

Security
Analyst

…and little visibility 
into email traffic  and 

mailboxes
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Security
Analyst

Branch Office

Generating incomplete, 
noisy SIEM alerts without 

any context
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Branch Office

Security
Analyst

Attacks don’t stay in 
silos! Security teams 

need to piece together 
what happened 
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Branch Office

XDR

XDR breaks down the 
silos and instead of 
noise, tells a story
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Trend Micro XDR 
Detect more with 
correlated models

Respond 
confidently

Visualize the 
attack story API’s

SIEM

SOAR

Security Analytics + Threat Intelligence

Endpoint
Apex One 

SaaS

Network
Deep Discovery 

Inspector

Cloud/Workload
Cloud One –

Workload Security

Managed XDR (MDR) service
Expert threat hunting and investigation

Future 
Trend Micro
& 3rd party Email

Cloud App
Security

Trend Micro XDR Data Lake

activity data 
(telemetry, metadata, 
logs, NetFlow…)

Protection 
products also 
act as sensors
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Each XDR Piece Adds Value, with One or Many

• Correlates data from more 
security controls than typical 
EDR to solutions tell a more 
complete story. 

• What happened within the 
workload?

• Who else received this email or 
a similar threat?

• API integration for inside view
• Are there compromised 

accounts sending internal 
phishing emails? 

• How is the attacker moving 
across the organization? 

• How is a threat 
communicating?

Network - sees EDR blind spots 
(unmanaged; legacy, IoT, IIoT)

Email - 94% of malware

Cloud/Workloads/Containers -
critical to business operations

• Find threats hidden amongst 
endpoint telemetry

• What happened within the 
endpoint? How did it 
propagate? 

Endpoint – most attacks involve 
users devices
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MITRE ATT&CK APT29: Highest Initial Detection
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Evaluation conducted Dec 
2019 before new XDR 
platform.

With XDR, tracking and 
correlating attacker 
behaviors gets even 
better…..

Source: MITRE, APT29 Emulation, April 2020
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Managed XDR 
MDR service
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Managed XDR: MDR Service by Trend Experts

Expert Threat Hunting
Cutting-edge techniques with 
verification and enrichment by 
threat experts

24x7 Monitoring & Detection
Continuous monitoring and routine 
sweeping of endpoint, server, 
network, and email

Rapid Investigation and Mitigation
Detailed response plan and remote 
actions through Trend Micro products
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Optimized Resources with Managed XDR

Monthly report from a customer subscribing to the 
advanced Managed XDR services for endpoint and network

Events generated by Trend Micro products (includes 1K high 
priority events and 16K events which are not actionable but 
needed for compliance / visibility when investigating later)

Standard managed service: corelates events and prioritizes 
36 items which require further investigation by a Level II/III 
security analyst

Advanced managed service: Trend Micro security experts 
investigate each of the 36 events to determine if there is a 
security incident and provide a detailed response plan. (will not 
be 0 incidents every month!)
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Why Trend Micro XDR?
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How is Trend Micro XDR different than 
other approaches?

Trend Micro 
XDR

Vendor-to-Vendor 
partnership

SOAR / SIEM

Sharing of IOC’s between layers 
for sweeping

Yes Yes Yes

Corelated detection of low 
confidence events across layers

Yes No partial

Deep understanding of all data 
generated by layers

Yes No No

Integrated investigations in one 
console

Yes No partial

Integrated response actions 
across layers

Yes No Yes
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A Leader in the Forrester™ Wave

“Trend Micro delivers XDR functionality that can be 
impactful today.”
–The Forrester Wave™: Enterprise Detection and 
Response, Q1 2020
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A Leader in 4 Key XDR Building Blocks
CloudEndpoint EmailDetection & Response

The Forrester Wave™: 
Enterprise Detection and 
Response, Q1 2020

The Forrester Wave™: 
Endpoint Security Suites, 
Q3 2019

The Forrester Wave™: 
Enterprise Email Security, 
Q2 2019

The Forrester Wave™: 
Cloud Workload Security, 
Q4 2019

“The Forrester Wave™ is copyrighted by Forrester Research, Inc. Forrester and Forrester Wave are 
trademarks of Forrester Research, Inc. The Forrester Wave is a graphical representation of Forrester's call 
on a market and is plotted using a detailed spreadsheet with exposed scores, weightings, and comments. 
Forrester does not endorse any vendor, product, or service depicted in the Forrester Wave. Information is 
based on best available resources. Opinions reflect judgment at the time and are subject to change.”
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How is Trend Micro XDR Unique?
Deep integration
across native 
protection points

Cross-layer security 
analytics powered by 
Trend Micro threat 
intelligence

#1 In initial detection
(APT29, prior to new XDR platform)

1

2

3

Distinctive data sources

Unique Email application
visibility for 94% of attacks 
starting with phishing

Cloud breadth and 
timeliness of Linux support 

CentOS Red HatOracle

CloudLinux SUSE Amazon debian

ubuntu
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Beyond the single vector approach to see more

Discover more 
with correlated 

detection

Integrated investigation 
and response to stop 

attackers faster

Trend Micro XDR
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How is this different 
from SIEM? EDR?
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SIEM (Security Information and Event Management)

Security alerts, 
(but not all events)

Email 
opened

Phishing Word
doc

opened

PowerShell
launched

Command
& Control
check-in

AWS 
Credentials
Accessed

New 
container
created

Lateral
movement

to container
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SIEM (Security Information and Event Management)

EDR (Endpoint Detection & Response)

Collecting all endpoint activity, not just alerts

Email 
opened

Phishing Word
doc

opened

PowerShell
launched

Command
& Control
check-in

AWS 
Credentials
Accessed

New 
container
created

Lateral
movement

to container
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SIEM (Security Information and Event Management)

Fewer, higher-fidelity alert that tells a story

Email 
opened

Phishing Word
doc

opened

PowerShell
launched

Command
& Control
check-in

AWS 
Credentials

Compromised

New 
container
created

Lateral
movement

to container

XDR  (with cloud data lake collecting all activity)
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Demostración
https://youtu.be/MtxtlT5_iZ4

https://youtu.be/MtxtlT5_iZ4
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Additional information 
on each XDR layer -
OPCIONAL
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Detect: Security analytics finds threats hidden 
amongst endpoint telemetry. IOC sweeping
Investigate: What happened within the endpoint? 
How did it propagate? What tactics/techniques are 
used
Respond: Isolate, stop process, delete/restore files

Why add XDR to your Endpoints
Activity Data:
• Processes
• Executed Commands
• Network Connections
• Files Created/Accessed
• Registry Modifications

Going further with other XDR layers:
• Where did the threat originate?
• Where else is this threat in my network, workloads, email?

Most attacks cross endpoints during their lifecycle
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Detect: Are there compromised accounts sending 
internal phishing emails? IOC sweeping of mailboxes.
Investigate: Who else received this email / threat?
Respond: Quarantine email, delete email

Why add XDR to Email
Activity Data:
• Message Metadata 

(external + internal email)

• Attachment Metadata
• External Links
• User Activity (i.e. logins)

Malware Infection Source

94% Email Source: Verizon Data 
Breach Investigations 
Report, May 2019
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Log Inspection Alert
Possible attack on the 
SSH Server (or version 
gathering)
Source: 3.211.84.114

SIEM

Why Add XDR to Cloud/Server Workloads

Detect: high-fidelity detections correlated 
from different security controls and 
activities to tell a whole story. IOC sweeping
Investigate: Full visibility of activities help 
answer; What happened within the 
workload? How did it propagate?

Alerts don’t tell whole story
This is likely one step of many…
What’s the bigger picture?
Was the attacker successful?

Activity Data:
• User Account Activity
• Processes
• Executed Commands
• Network Connections
• Files Created/Accessed
• Registry Modifications
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Cloud One – Workload Security Sensing Investigation & Response

Workloads - Broader detection

Virtual Data CenterContainers Cloud

Environments

Platforms

AnalysisTelemetry Data

XDR Managed 
XDR

Host activities

Process, File, Network, User Account, Container

Application level logs

OS Platform System/Audit event logs 

Windows service logs (PowerShell
service/Remote desktop/Terminal Service)

Web Server/FTP/Database/ Mail servers logs

Security Events/Anomalies/Changes

Newly Installed software/changes

Application components changes

Indicators of attack (IOAs)

Known attack footprints 



Copyright 2020 Trend Micro Inc.30

Detecting Container Platform Attacks
• Auto-detect Docker and Kubernetes
• Detect SW changes

– Upgrades, Downgrades, Removal

• Monitor Binaries for attribute changes
• Monitor running Processes

– Dockerd, etcd, Kubelet, Kube-apiserver, etc..

• Detect changes to critical files
– Config, certs, keys, yaml files, etc..

• Monitor for changes to iptables rules
– Protect against unauthorized port changes

• Detect changes to permissions in key directories
• Inspects key events

– Eg. Errors from forbidden actions

Docker and Kubernetes

Application	
Container	
(e.g.	NGINX)

Docker	Engine

Operating	System
Deep	Security	Agent

Kubernetes

Application	
Container	

(e.g.Webapp)

Application	
Container	

(e.g.	MySQL)
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IIoT and IoT
• 93% of enterprises adopted IoT technology in 2019.  
• 84% of organizations who adopted IoT experienced 

an IoT-related security breach. 
• By 2023, the average CIO will be responsible for 

more than three times the endpoints they manage 
in 2018

Printers
• 60% of business surveyed 

suffered a print related data 
breaches

BYOD
• 95% of organizations allow personal devices in some way in 

the workplace. 
• Only 17% of all enterprises provide mobile devices to 

employees. 
• 39% of companies do not have a formal BYOD policy. 
• The IT department is responsible for BYOD policy in 69% of 

organizations.

Contractors and Third Parties
• 59% of companies said they experienced a data breach 

caused by their vendors or third parties. 
• Only 21% of organizations immediately deprovision third-

party users when the work is over. Protecting the other “endpoints”

Managed
Devices

EDR blind spots

Printers IIoT and IoTContractors BYOD

Uninstalled Security



32

Detect: See across the network including EDR blind spots. 
Analytics discover complex threats. IOC sweeping.
Investigate:  How is a threat communicating? How is the 
attacker moving across the organization? 
Respond: Where do I need to focus? Which 
systems/devices are under attack?

Why add XDR to your Network

IoT IIoTLegacyManaged Devices Unmanaged

Activity Data:
• Traffic Flow
• Perimeter and Lateral 

Connections
• Suspicious Traffic 

Behaviors
EDR blind spotsEDR
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Discover More with Correlated Detection

Models consist of 
multiple rules each 
containing multiple 
filters

Combines ML, data 
stacking, other big 
data analysis 
techniques

Security Analytics Engine finds Zero-day and Targeted Attacks 

Correlates low 
confidence events, 
behaviors, actions 
– within or across 
security layers
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Discover More with Correlated Detection
Correlated Detection Example:
Combines low confidence 
activities:
1) suspected phishing email 

+
2) rare web domain accessed on 
an endpoint

Mapped to MITRE 
techniques

Security Analytics Engine finds Zero-day and Targeted Attacks 
Additional rules in model would 
trigger upon further activity (file 
downloaded, script run, …) to 
raise detection score.
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Integrated Investigation and Response
Quickly visualize the story of an attack

Scroll timeline to see 
different stages of attack

Right-click on objects to 
check execution profile 
or network analysis

Details of 
selected object



36

Integrated Investigation and Response
Quickly visualize the story of an attack

See execution profile 
of endpoints and 
cloud / server 
workloads. Supports 
90+ OS versions.

Red Hat

CentOS Oracle
Linux

SUSECloudLinux

Amazon 
Linux

Windows Mac

debian

ubuntu
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Integrated Investigation and Response
Quickly visualize the story of an attack

Graphically replay 
communication activity

1st target and C&C

Lateral movement
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Respond Faster and More Completely

Contextual aware 
choices for quick 
response. Actions are 
carried in multiple 
security controls. (i.e. 
Block IP takes affect in 
endpoint, cloud, email)

From one place: Endpoint, email, workload, and network response actions

• Isolate devices
• Terminate process
• Block IPs 
• Retrieve files
• Quarantine/delete email
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Built-in Threat Intelligence
Automatically detect IOCs across your entire environment 

52.3%

13.5%

12.4%

7.2%

5.3%

4.4%

1.8% 1.3%
0.8%

0.7%
0.4%
0.1%

Trend Micro
Cisco
Google
Check Point
Palo Alto
Secunia
Fortinet
iDefense
McAfee
Kaspersky Lab
CERT/CC
SecureAuth

2 Trillion Queries to the 
Smart Protection Network 
in 2018

Trend Micro with 
ZDI discovered 
over half the 
vulnerabilities in 
2018250M sensors globally

15 threat research 
centers worldwide
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Proactive Threat Hunting

Hunt through the data lake 
with a simple interface
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Customers see Value with XDR

Frank Bunton 
CISO

“It is pretty darn slick....the tuning isn’t as difficult or 
as much work as with 3rd parties....ROI is huge.”

“It is easier for my team to explain the attack 
and go through the sequence of events; it’s like 
reading a book. Easier to digest.”

Larry Briggs
IT Security Engineer


